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SRI SIVASUBRAMANIYA NADAR COLLEGE OF ENGINEERING 

(An Autonomous Institution) 

Kalavakkam - 603 110 

 

4.3.1 Institution frequently updates its IT facilities and provides sufficient bandwidth for 

internet connection 

The IT facilities team evaluates the need for any upgradation and frequently updates the 

facilities. The requirement for upgrades is identified during the quarterly in SSN Centre for 

Innovative Practices in Education (SCIPE) meeting with HoDs. Institute has IT policy, 

covering all aspects of Wi-Fi, cyber-Security, access controls etc. The IT facilities department 

has exclusive annual budget for upgradation of IT facilities. The Data center which hosts two 

cisco C9500 core switches with two Fortigate firewalls along with a 4 node Hyper-V cluster 

for compute. The whole campus is connected both by LAN and Wi-Fi. All hardware and 

software are kept upto date with the latest versions. The table below shows the internet details 

of the campus. 
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List of MATLAB Tools available for user at SSN 

 



Vendor GST No. :  07AAACE6958L1Z6

Embee Software Pvt. Ltd.

5th Floor, 507-508, DLF Tower A

Old Mathura Road, New Delhi New Delhi

Order No.

Order Date

DPO202DEC23/00022/VER 1

19-Dec-2023

With reference to your Quote / our Order No. EMAIL dated 6 Dec 2023, we have a pleasure to place our order on you for the supply of the below mentioned item(s) on the terms and conditions written below:-

Vendor No. :  VD010737

Rajiv Gandhi Salai (OMR), Kalavakkam  Chengalpet , TN, IN 603110

Bill To

SSN Trust (SSN College of Engineering)

GST Reg No : 33AAATS2240Q1ZD

Ph No.:+91 44 27469700

Rajiv Gandhi Salai (OMR), Kalavakkam Chengalpet, TN, IN603110

Ship To 

SSN Trust (SSN College of Engineering)

GST Reg No : 33AAATS2240Q1ZD

Ph No.:+91 44 27469700

Mobile No.  +91 9643404015

SNo. Description Description 3 Description 4 Make / 
Brand

Model UOM Qty. Unit Rate Amount  Discount 
%

Discount GST 
%

IGST Total

Microsoft EES Renewal | 2024-25 
- SSN College of Engineering

  

Amended-1
Amended Date : 03-01-24PURCHASE ORDER

M/S 

Email : pavan.verma@embee.co.in

Continued...

1 of 2



1 Microsoft EES 
License  - M365 
EDU A3 ShrdSvr 
ALNG SubsVL 
MVL PerUsr

Campus EES 
Agreement

FTE   AAA-
73004

NOS 500 4091 20,45,500.00 0 0.00 18 368190 24,13,690.00

2 Microsoft EES 
License   EDU 
License: M365 
EDU A3 Unified 
ShrdSvr ALNG

SubsVL MVL 
PerUsr 
STUUseBnft 

Standard 
Pack

  AAD-
38397

NOS 1 0.1 1.00 100 0.10 0 0 0.00

Round Off 0

0.00

Total 20,45,501.00 0.10 368190 INR 
24,13,690.00 

Total In Words  
**** TWENTY FOUR LAKH THIRTEEN THOUSAND SIX HUNDRED NINETY RUPEES AND 
ZERO  PAISA ONLY

This is a system generated document. It does not require a signature.

 Special Terms & Conditions

Serial No. Terms Description

1 Price Basis The prices are firm and fixed till the completion of entire work without any escalation due to any reason.

2 Payment 100% payment will be released based on your certified invoice from the concerned Department.

3 T.D.S & any other cess T.D.S & any other cess, taxes or levies shall be deductible as per law if applicable.

4 GST Included.

5 Delivery Electronic Software Delivery (ESD) should be delivered within 1-2 weeks from the date of receipt of this PO.

6 Contact Person Mr. Ajitpaul, Assistant Director-IT Infrastructure, Mobile: +91 9840334368.

7 NOTE Arbitration: All disputes and doubts arising out of the order failing amicable settlement shall be referred to and settled by the courts and jurisdiction at Chennai 
City.

The Vendor has to sign & stamp (with date) on a copy of this purchase order as a token of acceptance in entirety and return the same to Buyer alongwith the invoice at the time of delivery of goods or services. 

* Standard Terms and Conditions of this Purchase Order are mentioned below :

Delivery Timing : The goods shall be delivered to the concerned department during working hours between 8.00 a.m. and 3.00 p.m. The materials arriving after 3.30 p.m. will not be taken into stock.

Breakup GST
1. IGST 368190 18 %

2 of 2Order No. DPO202DEC23/00022/VER 1 Order Date 19-Dec-2023



MATLAB INSTALLATION USING INDIVIDUAL LICENSE – 

INSTALLATION GUIDE 

 

Step 1: Create a Mathworks account using SSN official mail ID (if you do not have 

a previous Mathworks account with SSN mail ID) by visiting the mathworks website 

(screenshot shown below). The mail ids can be faculty@ssn.edu.in or 

student@dept.ssn.edu.in (subdomain eg: krishna@eee.ssn.edu.in) 

 

 

Click the create account link in the website (https://in.mathworks.com/login) as 

shown in the image. 

 

Step 2: The matlab setup zip file is available in the local intranet server. It can be 

downloaded using the following link: 

www.ssn.net/twiki/pub/SsnIntranet/SsnWindowsSw/R2018b.zip 

mailto:faculty@ssn.edu.in
mailto:student@dept.ssn.edu.in
mailto:krishna@eee.ssn.edu.in
https://in.mathworks.com/login
http://www.ssn.net/twiki/pub/SsnIntranet/SsnWindowsSw/R2018b.zip


Step 3: Extract the downloaded zip file and click on the setup.exe file 

 

Step 4: When the setup loads, click on the Log in with a MathWorks Account. 

 



Step 5: If you are installing from within SSN campus, click on the Connection 

Settings button present to the right side and enter the proxy address in the dialog box 

prompted (shown in screenshot below). Leave user and password blank in this screen 

and click OK. 

 

 

Step 6: Accept the license agreement and click on Next > 

 



Step 7: Login with the mathworks account ( that you created using SSN Email ID 

in Step 1) and press Next > 

 

 

Step 8: The Matlab Total Academic Headcount (TAH) License will automatically 

be linked (through the SSN Mail ID and the Mathworks account that you have 

created earlier). Click Next > 

 



Step 9: Select the desired folder where you need Matlab to be installed and click 

Next> 

 

 

Step 10: During installation, you will be prompted to select the list of toolboxes that 

you need. Select the required ones that you may want (or select the entire list of 54 

toolboxes). Even if you miss out some toolboxes during installation, it can be 

activated later by using the Add-on option in matlab.  

 

If you still have any queries regarding installation/usage of toolboxes, feel free to 

contact: 

Prof. K.B.Sundhara Kumar – sundharakumarkb@ssn.edu.in 

Network Admin. Karunagaran D – karunad@ssn.edu.in 

 

mailto:sundharakumarkb@ssn.edu.in
mailto:karunad@ssn.edu.in
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Version Control 

 
              Please document all changes made to this document since initial 
distribution. 
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8th June 2019 1.0 Seshan (HCL)  1st version of policy rolled out 
1st April 2023 2.0 Karunakar All Sections 2nd Version of Policy rolled out 
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1.OVERVIEW & OBJECTIVE 

This document provides the IT Security Policies and Practices for SSN 
Institutions covering - SSN College of Engineering, SSN Schools of 
Management, SSN Research Centre, SSN School of Advance Career Education. 
The use of the term "institution" is in reverence to “SSN College of Engineering, 
SSN Schools of Management, SSN Research Centre, SSN School of Advance 
Career Education”. The purpose of this IT Security Policy is to protect all IT and 
Digital assets of SSN Institutions from all threats, internal and external. This 
policy is to ensure: - 

 Protecting the IT assets and services of all five entities against 
unauthorised access, intrusion, disruptions, or other impairment. 

 Safeguarding the availability, confidentiality, and integrity of the five 
entities IT information. 

 Ensuring compliance with applicable central, state legislation and IT 
regulations. 

 Provide IT information governance along with responsibility and 
accountability. 

 This IT & Cyber Security Policy is a formal set of rules by which those 
people who are given access to institution technology and information 
assets must abide. 

 The IT & Cyber Security Policy serves several purposes. The main 
purpose is to inform institution users: employees, contractors and other 
authorized users of their obligatory requirements for protecting the 
technology and information assets of the institution. The IT & Cyber 
Security Policy describes the technology and information assets that we 
must protect and identifies many of the threats to those assets. 

 The IT & Cyber Security Policy also describes the user's responsibilities 
and privileges. What is considered acceptable use? What are the rules 
regarding Internet access? The policy answers these questions, describes 
user limitations, and informs users there will be penalties for violation of 
the policy. This document also contains procedures for responding to 
incidents that threaten the security of the institution's computer 
systems and network. 

 

2.SCOPE & WHAT ARE WE PROTECTING 

This policy applies to all SSN Institutions faculty, staff, students, vendors, 
contractors, and employees of affiliated entities, who accesses SSN IT data and 
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network through IT infrastructure provided by SSN Institute.  This policy 
applies to both IT devices provided by SSN and personal devices through which 
SSN data is accessed. 
It is the obligation of all users of the institution systems to protect the 
technology and information assets of the institution. This information must be 
protected from unauthorized access, theft and destruction. The technology 
and information assets of the institution are made up of the following 
components: 

 Computer hardware, CPU, disc, Email, web, application servers, PC 
systems, application software, system software, etc. 

 System Software including operating systems, database management 
systems, and backup and restore software, communications protocols, 
and so forth. 

 Application Software: used by the various departments within the 
institution. This includes custom written software applications, and 
commercial off the shelf software packages. 

 Communications Network hardware and software including routers, 
routing tables, switches, firewalls, and tools. 

 

2.1 USERS RIGHTS AND RESPOSIBILITIES 

 
a. SSN has a responsibility for safeguarding the confidentiality of information 
through the protection of information from unauthorised disclosures with 
access only by entitlement and approval. 
b. All users, students and staff are required to demonstrate compliance to 
Security Policy, in order to protect the confidentiality, integrity, and availability 
of SSN Institute IT Assets. This policy also extends to contractors, consultants 
and/or 3rd parties providing services to SSN Institute. 
C. IT Infra team (IT helpdesk + Data Center team) is responsible  for  
administering  the information security functions in the SSN network using 
various IT security tools and appliances. 
 
User Responsibilities 
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This section establishes usage policy for the computer systems, networks and 
information resources of the office. It pertains to all employees and 
contractors who use the computer systems, networks, and information 
resources as business partners, and individuals who are granted access to the 
network for the academic purpose only. 
 
Acceptable Use 
User accounts on institution's computer systems are to be used only for 
academic purpose and not to be used for personal activities. Unauthorized use 
of the system may be in violation of the law, constitutes theft and can be 
punishable by law. Therefore, unauthorized use of the institution computing 
system and facilities may constitute grounds for either civil or criminal 
prosecution. 
Users are personally responsible for protecting all confidential information 
used and/or stored on their accounts. This includes their logon IDs and 
passwords. Furthermore, they are prohibited from making unauthorized copies 
of such confidential information and/or distributing it to unauthorized persons 
outside of the institution. 
Users shall not purposely engage in activity with the intent to: harass other 
users; degrade the performance of the system; divert system resources to their 
own use; or gain access to institution's systems for which they do not have 
authorization. 
Users are required to report any weaknesses in the institution's computer 
security, any incidents of misuse or violation of this policy to their immediate 
supervisor. 
 
Use of the Internet 
The institution will provide Internet access to faculty, staff, and students who 
are connected to the internal network. 
Internet is to be used for academic purposes only. The Internet service may 
not be used for transmitting, retrieving, or storing any communications of a 
discriminatory or harassing nature or which are derogatory to any individual or 
group, obscene or pornographic, or defamatory or threatening in nature for 
"chain letters" or any other purpose which is illegal or for personal gain. 
 
User Classification 
All users are expected to have knowledge of these security policies and are 
required to report violations to the System Administrator. Furthermore, all 
users must conform to the Acceptable Use Policy defined in this document. 
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The institution has established the following user groups and defined the 
access privileges and responsibilities: 
 
User Category Privileges & Responsibilities 
Department Users (faculty, staff and 
students) 

Access to application and databases 
as required for academic purpose. 

System Administrators Access to computer systems, routers, 
and other infrastructure technology 
required for function. Access to 
confidential information on a "need 
to know" basis only. 

Network Administrator 
 

Highest level of security clearance. 
Allowed access to all computer 
systems, databases, firewalls, and 
network devices as required for job 
function. 

General Public 
 

Access is limited to applications 
running on public Web servers. The 
general public will not be allowed to 
access confidential information 

 

3.THREATS TO SECURITY 
 

3.1 Employees 
One of the biggest security threats is employees. They may do damage to the 
systems either through incompetence or on purpose. We have to layer our 
security to compensate for that as well. We mitigate this by doing the 
following. 

 Only give out appropriate rights to systems. Limit access to only business 
hours. 

 Don't share accounts to access systems. Never share login information 
with co-workers. 

 When employees are separated or disciplined, remove or limit access to 
systems. 

 Advanced - Keep detailed system logs on all computer activity. 
 Physically secure computer assets, so that only staff with appropriate 

need can access. 
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3.2 Amateur Hackers and Vandals. 
These people are the most common type of attackers on the Internet. The 
probability of attack is extremely high and there is also likely to be many 
attacks. These are usually crimes of opportunity. These amateur hackers are 
scanning the Internet and looking for well-known security holes that have not 
been plugged. Web servers and electronic mail are their favourite targets. 
Once they find a weakness they will exploit it to plant viruses, Trojan horses, or 
use the resources of our system for their own means. If they do not find an 
obvious weakness, they are likely to move on to an easier target. 
 
3.3 Criminal Hackers and Saboteurs. 
The probability of this type of attack is low, but not entirely unlikely given the 
amount of sensitive information contained in databases. The skill of these 
attackers is medium to high as they are likely to be trained in the use of the 
latest hacker tools. The attacks are well planned and are based on any 
weaknesses discovered that will allow a foothold into the network. 

 

4.POLICY DETAILS 

 

4.1CLASSIFICATION OF INFORMATION 

 

User information found in computer system files and databases shall be 
classified as either confidential or non-confidential. The institution shall classify 
the information controlled by them. The system administrator is required to 
review and approve the classification of the information and determine the 
appropriate level of security to best protect it. 

 
 Classification of Computer Systems 
 

Security Level Description Example 

RED This system contains 
confidential information - 
information that cannot be 
revealed to personnel outside of 
the Institution. Even within the 
company, access to this 
information is provided on a 
"need to know" basis. 

Server containing 
confidential data and 
other department 
information on databases. 
Network routers and 
firewalls containing 
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confidential routing tables 
and security information 

GREEN This system does not contain 
confidential information or 
perform critical services, but it 
provides the ability to access 
RED systems through the 
network. 

User department PCs 
used to access Server and 
applications). 
Management 
workstations used by 
systems and network 
administrators. 

 

BLACK This system is externally 
accessible. It is isolated from 
RED or GREEN systems by a 
firewall. 
While it performs important 
services, it does not contain 
confidential information. 

 

A public Web server with 
non-sensitive information. 

 

 

4.2 USER AUTHENTICATION AND ACCESS CONTROL 

 
User Authentication is required for each connection to the network and 
systems. SSN active directory is the recommended method for providing user 
authentication. 
 
4.2.1 Access Control 
A fundamental component of our Cyber Security Policy is controlling access to 
the critical information resources that require protection from unauthorized 
disclosure or modification. 
The fundamental meaning of access control is that permissions are assigned to 
individuals or systems that are authorized to access specific resources. Access 
controls exist at various layers of the system, including the network. Access 
control is implemented by logon ID and password. At the application and 
database level, other access control methods can be implemented to further 
restrict access. The application and database systems can limit the number of 
applications and databases available to users based on their job requirements. 
 
User System and Network Access - Normal User Identification 
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All users will be required to have a unique logon ID and password for access to 
systems. The user's password 
 

All users must comply with the following rules regarding the creation and 
maintenance of passwords: 

o Password must not be found in any English or foreign dictionary. That is, 
do not use any common name, noun, verb, adverb, or adjective. These 
can be easily cracked using standard "hacker tools". 

o Passwords should not be posted on or near computer terminals or 
otherwise be readily accessible in the area of the terminal. 

o Password must be changed every 60 of days. 
Faculty and staff who forget their password must call the IT department to get 
a new password assigned to their account. 
Faculty/Staff will be responsible for all transactions occurring during Logon 
sessions initiated by use of the employee's password and ID. Employees shall 
not logon to a computer and then allow another individual to use the 
computer or otherwise share access to the computer systems. 
 
System Administrator Access 
System Administrators and the network administrator will have full access to 
host systems, routers, and firewalls as required to fulfill the duties of their job. 
All system administrator passwords will be DELETED immediately after any 
employee who has access to such passwords is terminated, fired, or otherwise 
leaves the employment of the Institution. 
 
Connecting to Third-Party Networks 
This policy is established to ensure a secure method of connectivity provided 
between the institution and all third-party and other entities required to 
electronically exchange information with institution. 
"Third-party" refers to vendors, consultants and companies doing projects with 
the institution, and other partners that have a need to exchange information 
with the institution. 
Third-party network connections are to be used only by the faculty and 
authorized students of institution. The third-party will not allow Internet traffic 
or other private network traffic to flow into the network. A third-party network 
connection is defined as one of the following connectivity options: 

• A network connection will terminate on a firewall and the third-party 
will be subject to standard institution authentication rules. 
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This policy applies to all third-party connection requests and any existing third-
party connections. In cases where the existing third-party network connections 
do not meet the requirements outlined in this document, they will be re-
designed as needed. 
All requests for third-party connections must be made by submitting a written 
request and be approved by the institution. 
 
Connecting Devices to the Network 
Only authorized devices may be connected to the institution network(s). 
Authorized devices include PCs and workstations owned by institution that 
comply with the configuration guidelines of the institution. Other authorized 
devices include network infrastructure devices used for network management 
and monitoring. 
NOTE: Users are not authorized to attach any device that would alter the 
topology characteristics of the Network or any unauthorized storage devices, 
e.g. thumb drives and writable CD's. 
 
Remote Access 
Only authorized persons may remotely access the institution network. 
Authorized connection can be remote PC to the network or a remote network 
to institution network connection. The only acceptable method of remotely 
connecting into the internal network is using a secure Shell (SSH) Via 
Meshcentral portal. 
 
 

4.3 NETWORK SECURITY AND MONITORING 

All IT assets in the Institution which includes but is not limited to servers, 
workstation, desktop, laptops, and network access devices are subject to 
ongoing monitoring using Zabbix, Windows Active Directory, Firewall. The 
inappropriate use of these system and/or networks which violates the 
Institution policies of local, state, and central laws will be investigated as 
needed. The Institute management may authorise IT Infra department to 
conduct such IT and cyber security investigations.  

Monitoring tools will be used to monitor the Institute network in real-time for 
any notification of detected security incidents/events and vulnerabilities for 
the following, but not limited to 
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 Internet traffic and usage 
 Electronic email  
 LAN traffic and protocols 
 IT system access and usage 
 System security parameters 

The following files/logs will be checked for signs of security issues, violation 
and vulnerabilities exploitation potential from time to time. 

 Intrusion detection system logs 
 Firewall logs and reports 
 User account logs 
 Network logs 
 System error logs 
 Application logs 
 Backup and recovery logs 
 Helpdesk incident tickets. 

Faculty/Lab in-charges/Lab technician to ensure their respective departments 
computing assets that are connected to the institute network to have 

 Anti-virus installed and up-to-date 
 Operating system patched with latest security updates 
 Maintain N-1 Operating system level. 

 

4.4 BACKUP AND DATA RECOVERY 

All systems , applications and data must be backed up using Netvault backup 
system, on a suitable schedule to meet the criticality, integrity and availability 
requirements of the application. 

Department HOD’s and faculty must ensure that appropriate backup and 
system recovery measures are in place their department workstation and 
academic data 

ERP application data needs to be stored off-site at Adyar Trust office and 
appropriate security measures must be taken to protect off-site storage 
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against unauthorised disclosure or loss. Off-site storage recovery procedures 
should be tested once a year. 

Backup of confidential or sensitive information to be encrypted 

Periodical backup and retention of data should be made based on the 
criticality and availability needs of the data. 

Backup and recovery manual must be maintained and periodically reviewed 
and updated. 

 

4.5 DATA PROTECTION 

All sensitive information that is transmitted or received by Institution 
computer systems including mobile devices, must be encrypted when 
transmitted over wireless or public networks, including when transferred via 
SCP/SFTP and electronic mail. 

Sensitive information should be saved in folders with access limited to those 
individuals authorized to access the information. 

Users must log off or lock their desktop, laptop, workstation, or server when 
not in use. 

Respective department faculty/staff are responsible for processing and storage 
of the information or data in their respective departments computing devices 
for their academic and project purposes. Data protection should meet the 
regulatory requirements of both Indian and International bodies. 

 

4.6 ADHERENCE TO INFORMATION TECHNOLOGY ACT, 2000 & OTHER LOCAL AND 
INTERNATIONAL LAWS 

 

Institution guidelines relate to use of technologies derived from this concern 
including Information Technology Act,2000 and other laws regarding license, 
copyright and the protection of intellectual property.  As a user of IT resources 
of the Institution, you must : 
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 Abide by Information Technology Act,2000, other central, state, local, 
cyber and applicable international laws. 

 Abide by all applicable copyright, data protection and privacy laws. 

IT Act 2000.pdf

 

4.7 ENFORCEMENT & PENALTY FOR SECURITY VIOLATION 

 
The institution takes the issue of security seriously.  Non-compliance with IT & 
Cyber security policy can bring about significant risk and liability for the 
Institution, which puts the institution at significant risk of legal action, 
substantial penalty and substantial damage the SSN brand name. Those people 
who use the technology and information resources of institution must be 
aware that they can be disciplined if they violate this policy. Upon violation of 
this policy, an employee or student of the institution may be subject to 
discipline up to and including discharge. Civil, Criminal and equitable remedies 
my apply. The specific discipline imposed will be determined by a case-by-case 
basis, taking into consideration the nature and severity of the violation of the 
IT and Cyber Security Policy, prior violations of the policy committed by the 
individual, state and central government laws and all other relevant 
information. Discipline which may be taken against an employee or student 
shall be administrated in accordance with any appropriate rules or policies and 
the institution Policy Manual. 
 

3.6 SECURITY INCIDENT HANDLING PROCEDURES 

This section provides some policy guidelines and procedures for handling 
security incidents. 
The term "security incident" is defined as any irregular or adverse event that 
threatens the security, integrity, or availability of the information resources on 
any part of the institution network. Some examples of security incidents are: 

 Illegal access of a computer system. For example, a hacker logs onto a 
production server and copies the password file. 

 Damage to a computer system or network caused by illegal access. 
Releasing a virus or worm would be an example. 

 Denial of service attack against web server. For example, a hacker 
initiates a flood of packets against a Web server designed to cause the 
system to crash. 
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 Malicious use of system resources to launch an attack against other 
computer outside of the institution's campus network. For example, the 
system administrator notices a connection to an unknown network and 
a strange process accumulating a lot of server time. 

 
Employees and students, who believe their terminal or computer systems have 
been subjected to a security incident, or has otherwise been improperly 
accessed or used, should report the situation to their system administrator in 
their respective Department immediately and also report to IT-Helpdesk.. The 
user shall not turn off the computer or delete suspicious files. Leaving the 
computer in the condition it was in when the security incident was discovered 
will assist in identifying the source of the problem and in determining the steps 
that should be taken to remedy the problem. 
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